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& Legal Notices

ContentWatch, Inc. makes no representations or warranties with respect to the contents or use of this
documentation, and specifically disclaims any express or implied warranties of merchantability or fithess for any
particular purpose. Further, ContentWatch, Inc. reserves the right to revise this publication and to make changes
to its content, at any time, without obligation to notify any person or entity of such revisions or changes.

Further, ContentWatch, Inc. makes no representations or warranties with respect to any software, and specifically
disclaims any express or implied warranties of merchantability or fithess for any particular purpose. Further,
ContentWatch, Inc. reserves the right to make changes to any and all parts of ContentWatch software, at any
time, without any obligation to notify any person or entity of such changes.

You may not use, export, or re-export this product in violation of any applicable laws or regulations including,
without limitation, U.S. export regulations or the laws of the country in which you reside.

Copyright © 2002-2006 ContentWatch, Inc. All rights reserved. No part of this publication may be reproduced,
photocopied, stored on a retrieval system, or transmitted without the express written consent of the publisher.

ContentWatch, Inc.
2369 West Orton Circle
Salt Lake City, Utah 84119 U.S.A.

www.contentwatch.com

ContentWatch Trademarks
ContentWatch is a trademark of ContentWatch, Inc. in the United States and other countries.
ContentProtect is a trademark of ContentWatch, Inc. in the United States and other countries.

ContentProtect Professional is a trademark of ContentWatch, Inc. in the United States and other countries.

Third-Party Materials

All third-party trademarks are the property of their respective owners.
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@ Welcome to ContentProtect Professional

Welcome to ContentProtect Professional, the most comprehensive and easily adaptable Internet filtering software
available today for businesses and organizations.

The following resources are available to help you use ContentProtect Professional:
e The ContentProtect Professional Client QuickStart (online help and PDF).

e Customer Support is provided at 1-800-485-4008 for questions and technical assistance. Customer
Support is available Monday through Friday, 8 a.m. to 5 p.m. Mountain Standard Time.

* Web-based Customer Support is available any time at info@contentwatch.com.

Documentation Conventions

A trademark symbol (® , TM, etc.) denotes a ContentWatch™ trademark. An asterisk (*) denotes a third-party
trademark.

& Installing the ContentProtect Professional Client

To install the ContentProtect Professional client:

1. Double-click the ContentProtect Professional executable (cwip_pro.exe) that your administrator provided
you with.

2. Select the language for your installation and click OK.

Select Setup Language

@ Select the language to uze during the installation:

EEE |

[ oK l[ Cancel ]

3. If you are not connected to the Internet when the installation launches, a setup dialog warns that you
must have an Internet connection to proceed with the installation.

& ! You musk be connected to the inkernet in order to install ContentProtect,

\1J
Please ensure there is an active connection to the inkernet before proceeding.

[ O, H Cancel ]

4. Ensure that you are connected to the Internet, then click OK to continue.

The ContentProtect Setup Wizard launches. It is recommended that you close all other applications
before continuing with the installation.
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5. At the Welcome window, click Next.

=) Setup - ContentProtect

Welcome to the ContentProtect
Setup Wizard
This wil install cuaimpmnecn 2.0 an your compuler

Itis recommended that you close all other applications before
continuing

Click Mest to continue, or Cancel to exit Setup.

Cancel

6. At the License Agreement window, carefully review the License Agreement, select | accept the

agreement, then click Next to continue.

5 Setup - ContentProtect

License Agreement v
Please read the following impartant information before continuing,

Flease read the following License Agreement. ‘You must accept the temms of this
agreement before continuing with the: installation,

HOME USE LICENSE AGREEMENT AND LIMITED ‘WARRANTY -
MOTICE - READ BEFORE INSTALLING THIS PACKAGE m [%
SOFTwAHE PRODUCT LICENSE AGREEMENT OF Contentwiatch ("VENDOR"]
CAREFULLY READ THE TERMS AND CONDITIONS OF THIS AGREEMENT

BEFORE INSTALLING THIS SOFTWARE PRODUCT. INSTALLING THIS

SOFTWARE PRODUCT INDICATES YOUR ACCEPTAMCE OF THESE TERMS

AND COMDITIONS. IF ¥0U DO MOT AGREE WITH THE TERMS AND
CONDITIONS OF THIS AGREEMENT, PROMPTLY RETURN THIS PACKAGE ™

(@ | aceept the agreement

(| do not accept the agreement

[ <Back [ Mews ] [ Cancal |

7. Select the location where you would like to install ContentProtect Professional.

The default location is C:\Program Files\ContentWatch. To choose a different location click Browse, then

select the new location.

e Seiup - ContentProtect

Select Destination Location .
‘Where should ContentPiotect be installed?

|_) Setup willstal CortentPratect it the follwina foder

To continue, click Mext, IF pou vwould like to select a different folder, click Browse. %

| [Bowe. ]

At least 189 MB of free disk space is required.

<Back_ || Nest> | [ Cancel
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8. After you select your destination location, click Next to continue.

9. At the installation summary window, click Install to begin the installation.

i Setup - ContentProtect

Ready to Install .
Setup is now ready to begin instaling ContentFrotect on your compuler. U

Click Install b continue with the installation, or click Back if pou want bo revisw or
change any settings.

Destination location L
C:\Program Files\Cortentw atch

[ <Back J|__nstal ] [ Cancel |

ContentProtect Professional then installs the program files to the destination location and registers the
program modules.

10. When prompted, enter the registration number and install password your administrator provided you with,
then click Next to continue.

Registration

|content | watch.

INTERNET PROTECTION

Please provide the following information

Registration Number: | -210-
Install Password:

e

11. Wait as ContentProtect Professional verifies and activates your registration number.

Note: You must have an Internet connection to complete this step.

12. Click Restart to complete the ContentProtect installation and setup.
Your computer automatically shuts down and restarts.
16 Setup - ContentProtect \;H:‘ b

Completing the ContentProtect
Setup Wizard

Ta complete the installation of CantentProtect, Setup must
iy Testart pour computer,
& i o
../b

After installation, ContentProtect Professional is automatically enabled and placed in your startup menu. A

ContentProtect icon @ also appears in the system tray located on the taskbar at the bottom of the Windows
desktop.

C ow.
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& Getting Started with the ContentProtect Professional
Client

Signing In

You must sign in to the ContentProtect™ Professional™ client before you can access the Internet or instant
messaging. If you do not sign in manually, you are prompted to sign in when you attempt to use the Internet.

To sign in manually:

1. Right-click the ContentProtect Professional icon 6:' in the system tray located on the taskbar at the
bottom of your Windows desktop, then select Login from the quick menu.

Disable ContentProtect !

Refresh Profiles
Check For Updates

Help
About

2. Select your user name from the drop-down menu, enter the login password your administrator provided
you with, then click OK.

Note: Asterisks (*) appear as you type your password to protect it from being viewed.

& Sign In E|
'content|watch.

INTERNET PROTECTION

Login for Internet Access

e
—

You are now signed in as a user. Launch your Internet browser and proceed with regular Internet activity. For
information about the possible warning and block messages you might receive, see Block and Warning Messages
on page 11.

Refreshing Your Profile

When your administrator modifies your account settings in the ContentProtect Professional Online Management
application, you can right-click the ContentProtect Professional system tray icon on your machine and select
Refresh Profiles to immediately apply these modifications to your local system. Otherwise, your local settings will
be updated within the next 6 to 12 hours.

Logout User2
Disable ContentProtect

Chedk For Updates !

Change Password

Help
About
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Updating the Client

Online Updates allow you to update the ContentProtect Professional client with the latest software.

If your administrator has allowed you to update your client manually, complete the following to check for updates:
1. Right-click the ContentProtect Professional icon £ in the system tray.
2. Select Check For Updates from the quick menu.

Logout local 1
Disable ContentProtect

Refresh Profiles

Change Password !

Help
About

3. Click OK to check for updates.

\?‘:) Do you want to check for updates from Contentatch?

[ CK l[ Cancel ]

If ContentProtect updates are not available, you see the following message:

Alert &l

' 'f Mo Content'Watch updates are currently available,
L3

If ContentProtect Professional updates are available, you are asked if you want to download and install
the updates.

4. If you choose to download and install the updates, you may be asked to restart your computer for the
changes to take effect.

Changing Your Client Login Password

To change your client login password:
1. Make sure you are logged in to the ContentProtect Professional client with your own user name.
2. Right-click the ContentProtect Professional icon @ in the system tray.

Clw. ContentWatch, Inc. / ContentProtect Professional Client QuickStart
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3. Select Change Password from the quick menu.

Logout local 1
Disable ContentProtect

Refresh Profiles
Check For Updates

| Grrgeasrd y

Help
About

4. Enter the old password, the new password, and a confirmation of the new password in the appropriate
fields, then click OK.

# Change Password b_<|

[content| watch.
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Change Password

Name
Old Password
New Paszword

Confirm Pazzword

[ ox %J [ cance |

g
o
o

Signing Out
When you finish your Internet or instant messaging session, we recommend you sign out of the ContentProtect
Professional client.

WARNING: If you leave your computer without signing out of the ContentProtect Professional client, other users
have access to the Internet (under your sign-in name) and your web and instant message privileges. This also
means that their web and instant message activity is logged under your name. However, if Inactive User Logout is
enabled you are logged off according to the time limits set by the administrator.

To sign out of the ContentProtect Professional client:

1. Right-click the ContentProtect icon ¢! located in the system tray on the taskbar at the bottom of your
Windows desktop.

2. Select Logout from the quick menu.

Logout local1 k
Disable ConteritProtect

Refresh Profiles
Check For Updates
Change Password

Help
About

Note: If you shut down your computer without signing out, your session automatically ends. You must sign in
again when the computer restarts.
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& Block and Warning Messages

The following are examples of the Block and Warning messages ContentProtect Professional displays when you
access sites with a warning or blocked status.

Warning Messages

When you attempt to connect to a site with a warning status, ContentProtect Professional notifies you that the
URL has a warning status, and it lists the site’s associated content category:

&1 Warn [‘5_<|

'content|watch.

INTERNET PROTECTION

c ¥ou are being warned about viewing:
www.cnn.com/

For content of the following type(s)
News

| gnntinueﬁ [ Back ]

You can click Continue to view the requested page or Back to return to the previous website.

Block Messages

When you attempt to connect to a site with a blocked status, ContentProtect Professional notifies you that the
URL is blocked, and it lists the site’s associated content category:

& Blocked X

'content | watch.
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*'ou are being blocked from viewing:
www.playboy.com/

For content of the following type(s)
Pornography

The requested website does not open. You can click Back to return to the previous website.

Block Messages with an Override Option

If you have override privileges, ContentProtect allows you to override blocked content. ContentProtect notifies you
that the URL is blocked, and it lists the site’s associated content category:

& Blocked X

'content|watch.
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b _________________________|
“f'ou are being blocked from viewing:

wwnw.playboy.com/

For content of the following type(s)
Pornography

gverride% [ Back
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You can click Override to enter the override password and view the requested website, or you can click Back to
return to the previous website. For some websites, you might need to enter your override password more than
once to view the content.

Block or Warning Messages with a Request Web Override Option

If your administrator has given you Web Override Request privileges, ContentProtect Professional lets you submit
requests to your administrator to unblock or re-categorize specific web pages or entire websites that fall under a
blocked or warning category:

& Blocked
content  watch. content|watch.

INTERNET PROTECTION 4 INTERNET PROTECTION

I —
e
' *f'ou are being blocked from viewing: o e th " 5
verride the category for:
www.amazon.com/ www.amazon.com/
For content of the following type(s) As [P v | or [Entrewebste v |
Shopping -
[ web Overridesﬂ [ Override ] [ Back ] [SB"d Req”ﬁtcg [ Apply Now ] [ HTEs ]

To submit a Web Override Request, you must perform the following in the Blocked or Warn dialog:
1. Click Web Overrides to display the Override Request dialog.

2. From the As drop-down list, select a suggested action (for example, allow the content or assign it to a
new category).

3. From the For drop-down list, specify whether you want to apply the action to the web page alone or to the
entire website.

4. Click Send Request to submit the request to a queue in the Online Management application, where the
ContentProtect Professional administrator can choose to accept or reject the request.

Note: If you have administrative privileges, you can click Apply Now (instead of Send Request) to
immediately unblock or re-categorize the web page or website. You are asked for your administrative
user name and password, then the settings are immediately updated in your policy. The next time you
visit the web page or website, the new settings will be in effect.
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