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@Welcome to ContentProtect Professional

Welcome to the ContentProtect™ Professional™ Suite, the most comprehensive and easily adaptable Internet
filtering software available today. The ContentProtect Professional Suite comes preset to protect you from
objectionable and inappropriate content. However, because not all users are alike, the ContentProtect
Professional Suite also provides the ability to modify the filter settings so you can customize ContentProtect
Professional to suit your individual usage needs.

The following resources are available to help you use the ContentProtect Professional Suite:

L]

ContentProtect Professional Suite Administrator’s Guide (PDF format). It provides
o Step-by-step instruction

o ContentProtect category list with descriptions

o Glossary

o FAQ (Frequently Asked Questions)

Customer Support is provided at 1-800-485-4008 for questions and technical assistance. Customer
Support is available Monday through Friday, 8 a.m. to 5 p.m. Mountain Standard Time.

Web-based Customer Support is available anytime at info@contentwatch.com.

Documentation Conventions

A trademark symbol (®, ™, etc.) denotes a ContentWatch™ trademark. An asterisk (*) denotes a third-party
trademark.

@System Requirements and Key Features

Client System Requirements

PC or compatible 133 MHz or faster processor

Microsoft* Windows* 2000/XP

128 MB RAM minimum, 256 MB RAM recommended

25 MB hard drive space

CD-ROM drive

Color monitor with a minimum 1024x768 resolution

Internet connection

Internet Explorer* 4.0 or later, Netscape* 6.0 or later, or other current Web browser

Key Features

L]

ContentProtect Professional is easy to set up and use.
Profiles permit you to meet the unique needs of individual users and groups.
Online reports and graphs of Internet activity help you manage risk and increase productivity.

Online management allows you to manage organization and user account settings from anywhere an
Internet connection is available.

Instant email notifications of inappropriate Internet usage warn you when your Internet usage policy is
being violated, enabling you to address issues promptly.

Blocked Web page override options can be defined by the administrator.

Peer-to-peer connections, newsgroup access, chat (instant messaging or IM), and Web applications can
be controlled, enabling you to manage bandwidth and increase productivity.

ContentProtect Professional is compatible with anti-virus and firewall software and can integrate into your
existing security infrastructure.

Simple and automatic updates ensure accurate filtering.
Application Management lets you control which applications users can run on their computers.

Privacy Protection helps protect users against phishing Web sites and any type of Web site that might put
sensitive personal information at risk.
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@Registering ContentProtect Professional

After you have purchased ContentProtect™ Professional™, you must register your product before you can
download the ContentProtect Professional client or access the Online Management application. If you purchased
ContentProtect Professional online or requested a trialware number, the registration number was sent to you via
email. If you purchased ContentProtect Professional in a store, the registration number came with your CD.

If you purchased the ContentProtect Professional Appliance (CPS-1000), you must complete the registration
process before attempting to set up the appliance.

Important:

You must have an Internet connection to register and install ContentProtect Professional. If you have

a dial-up connection, you should connect to the Internet before beginning the registration process.

To register

ContentProtect Professional:

1. In the pre-registration email you received from ContentWatch™, click the Registration link.

Your Web browser opens, and you are taken to the registration wizard on the ContentWatch Web site.

2. Enter the registration number provided in your pre-registration email and then click Next.

Product Registration: Step 1 of 8

Registration Humber
To begin ContentProtect Professional setup, please enter your
Reqgistration Mumber provided at time of purchase.

Registration # |

Mext

3. Enter display information.

a.

Clw.

In the Organization Name field, type your company’s name.

The organization name you type here appears in Internet usage reports and the Online Management
application. The organization name can contain spaces but no special characters, such as commas or
apostrophes.
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b. From the Language drop-down list, select the desired language and then click Next.

Product Registration: Step 2 of 8

Display Information

Your Qrganization Mame will be used for display purposes in
reparting and the Online Management application.

Organization Mame:  [My Corporation

Language: English »

Note: The language you select during product registration affects only how text is displayed in the
ContentProtect Professional client interface. It does not affect the language of text displayed in the
Online Management application. To change the language displayed, you must configure your
browser’s preferences accordingly. Refer to your browser documentation for instructions on how to do
this.

4. Specify the initial user login information for the ContentProtect Professional client and the administration
login information for the Online Management application.

a. Under Initial User Login, in the Initial User Name field, specify the name that must be entered to log in
to the ContentProtect Professional client for the first time on a computer. This account allows the client
to access the Internet so it can download profile and client software updates.

b. Under Initial User Login, in the Password and Confirm Password fields, specify the password for the
initial user account.

c. Under Administration Login, in the Organization ID field, type your company’s name.

The organization ID must be unique because it is required, along with an administrator user name, to
log in to the Online Management application. If you specify an organization ID that already exists in the
ContentWatch database, you are informed that the ID is already in use and that you must specify a
different organization ID.

Note that the Admin User Name field already contains the name “Admin.” This is the mandatory user
name for the initial ContentWatch Professional administrator account.
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d. Under Administration Login, in the Admin Password and Confirm Password fields, specify a password
for the Online Management administrator user account and then click Next.

Product Registration: Step 3 of 8

Initial User Login

In arder ta lagin far Internet access aninitial user must he

created.

Initial User Mame: |user1 |
Password: |------ |
Confirm Password: |------ |

Administration Login

The Crganization |10 is & unigue identifier used during
adrministration login. The Admin User Mame cannot be
changed, however, 3 password must be provided far this
account.

ROTE: The "Admin® may not login for Internet access. This
accaunt is provided for administration only,

Crganization 1D

(En |Mndrp |
Admin User Marme: | |
Admin Password: |uuu |

Canfirm Fasswoard: |uuu |

5. Specify and confirm passwords for installing and uninstalling the ContentProtect Professional client on
users’ machines and then click Next.

For security purposes, we recommend that you have different install and uninstall passwords.

Product Registration: Step 4 of 8

InstalliUninstall Passwords

Your Install/Uninstall Passwords will be used to install
ContentProtect Professional on individual user machines.
(MOTE: For Security reasons we recommend your Install and
Uninstall Passwords be unique.)

Install Password: |’“‘"""”

Uninstall Password: |’“‘"""”

Confirm Password: |’“‘"""” |

Confirrm Password: |’"""‘"*

MNext

C w.
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6. Specify the secret question and answer you want to use for recovering your Online Management

application password in the event you forget your login information and then click Next.

This information is also used to verify your identity if you contact Customer Support.

Product Registration: Step 5 of 8

Password Reminder

Secret Question: (Example: What is your first pet's name?)

|Wh0 is your favorite band? |

Answer: (This is used if you forget your passwaord.)
|Jeﬁerson Starship |

MNext

7. Specify the email address where you want your registration confirmation email to be sent and then click

Next.

This is also the email address you use in the event that you forget the password for the initial
administrator account and need to reset it.

Product Registration: Step 6 of 8

Email Address

Your Email Address will be used for account confirmation.

Email Address: |kenb@mycnrp.cnm
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Verify that all information you have entered is accurate and then click Submit.

If you need to change any information, click Edit next to the information you want to change and make

the necessary modifications.

Product Registration: Step 7 of 8

Account Confirmation

Step 1 of 8: Registration Mumber

Step 2 of 8: Display Information
Crganization Mame: by Corporation

Language:; Englizh

Step 3 af 8: Initial User and Admin Logins

Initial Lser Mame: userl
Fassword: R

Organization 1D My Carp

Admin Llser Mame: Admin
Password: R

Step 4 of & InstalllUninstall Passwords
Install Pagsword: A

Uninstall Password: A

Step 5 of &: Password Reminder
Secret Question: Wiho i your favorite band?

Answer: Jefferson Starship

Step 6 of 8. Email Address
Email Address: kenb@mycorp.com

Registration Mumber: 004-210-5x2C0DAHYIWTSKEZITFFOYEZZ Edit

Edit

Edit

Edit

Edit

Edit

The registration process is now complete. You should receive a confirmation email at the address you

provided during registration.
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9. Using the links displayed in the last step of the registration wizard or in the registration confirmation email,
you can do the following:

¢ Download the Content Professional client in preparation for installing it on users’ machines.

e Log in to the Online Management application on the ContentWatch Web site to perform
administration and configuration tasks, such as creating groups, adding user accounts, and setting up
and assigning policies.

Product Registration; Step 8 of 8

Registration Complete

Your Registration has heen successfully completed.
Aconfirmation email has been sent to; kenb@mycorp.com

1. To manage your account from amawhere, go to:
hitps:fpro.contentwateh.comiProAdminServiet
and log inwith the Crganization 1D, User Mame and Password.

2. Inorder to access the Intermet you will need to provide the
initial User Mame and Password

3. Toinstall ContentProtect, o to:
hitps:fpro.contentwatch. comiRegistration Servletinstall.htrn
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&’ Installing and Uninstalling the ContentProtect
Professional Client

Note: You can skip this section if you are using the CPS-1000 appliance as the only method for filtering content
and regulating Internet access in your organization and you do not intend to use the ContentProtect™
Professional™ client for remote employees or laptop users. For instructions on setting up and maintaining the
CPS-1000 appliance, see The ContentProtect Professional Appliance (CPS-1000) on page 64.

Installing the Client
Manual Method

After you have registered ContentProtect™ Professional™, you are provided with a link to download the
ContentProtect Professional client. You can download two versions of the client software:

e Manual Install client

Lets you take the client executable to each user's machine yourself and manually start the installation or if
you want to email the executable to users and have them run the installation.

e Distribution-Enabled client
Lets you perform an unattended install of the client on your users’ machines.

WARNING: If you download both the manual install and distribution-enabled files for the ContentProtect
Professional client, be sure to place the files for the two installation types in different directories. If you try to run
the manual install executable from the same directory where the unattend.txt file is located, the manual install
executable uses the unattend.txt file to perform an automated installation. This can be a problem if you have not
configured the unattend.txt file with a valid registration number and password. If this is the case, the manual install
process fails and the client uninstalls itself.

In this section, we discuss how to manually install the ContentProtect Professional client on users’ machines. For
instructions on automating the distribution of the client, see Unattended Method on page 16.

To manually install the ContentProtect Professional client:

1. On the user’s machine, double-click the Manual Install version of the ContentProtect Professional client
(cwip_prosuite.exe).

2. Select the language for your installation and then click OK.

If you are not connected to the Internet when the installation launches, a setup dialog warns that you
must have an Internet connection to proceed with the installation.

j{) ‘You must be connected to the internet in order to install ContentProtect.

Please ensure there is an active connection to the internet before proceeding.

[ oK H Cancel ]
%

4. Ensure that you are connected to the Internet and then click OK to continue.

The ContentProtect Setup Wizard launches. We recommend that you close all other applications before
continuing with the installation.

Clw.
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5. At the Welcome window, click Next.

@ Setup - ContentProtect

Welcome to the ContentProtect
Setup Wizard
Thiz will inztall ContentProtect 2.1 on your computer.

Itiz recommended that you cloze all ather applications before
cantinuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

6. When the Warning screen appears, make sure you disable any firewall, anti-virus, anti-spyware, or other
Internet-related products that may be running on your computer, and then click Next to continue.

@ Setup - ContentProtect

‘Warning 3

Fleaze dizable any Firewall, Anti-virus, Anti-zpyware or other internet-related products
before continuing.

[ <Back || Nex> |[ Cancel ]

7. Atthe License Agreement window, carefully review the License Agreement, select | accept the
agreement, and then click Next to continue.

@ Setup - ContentProtect

License Agreement »

Flease read the following important information before continuing

Please read the following License Agreement. You must accept the tems of this
agreement befare continuing with the installation.

ITESUICLIONS SEL UL I FAM JECHONS DL 15 dlU JL£4 47 1T U1 UTAND Jecuan
52-227-701 3{C)1)ii), as applicable. Contractor/Manufacturer is CortentWatch, .
12369 West Orton Circle, Satt Lake City, Utah 84119,

7. General

'fou are responsible for installation, management, and operation of the Software
Froduct.

=

(%) | accept the agreement
(O | do not accept the agreement

< Back N% > Cancsl

C w.
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8. At the screen listing the suite components that will be installed, click Next.

@ Setup - ContentProtect Professional Suite

Suite Installation Page »
The following products will be inztalled with

ContentProtect Professional Suite 2.1

[ < Back ” Mext » ][ Cancel ]

9. Select the location where you want to install ContentProtect Professional and then click Next.

The default location is C:\Program Files\ContentWatch. To choose a different location, click Browse and
select the new location.

3 Setup - ContentProtect Professional Suite

Select Destination Location ™.
‘Where should ContentProtect Professional Suite be installed?

,J Setup will ingtall ContentProtect Professional Suite into the following folder.

To continue, click Nest. If you would like to zelect a different folder, click Browse

| [ Browse. .

At least 22 3 MB of free disk space iz required.

[ < Back ” NEHD%J[ Cancel ]

10. At the Ready to Install window, click Install to begin the installation.

¥ Sotup - ContentProtect
Ready to Install
Setup is now ready to begin instaling Content Protect on your computer.

Click Instal to cortinue with the installation, or click Back i you want to review or
change any settings.

Destination location:
C:\Program Files\ContentWatch

< Back Install Cancel
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ContentProtect Professional installs the program files to the destination location and registers the
program modules.

11. When prompted, type your registration number and install password and then click Next to continue.

Registration

content|watch.

INTERNET PROTECTION

Please provide the following information

Registration Numger: || -620-
Install Password

Mext Cancel

12. Wait as ContentProtect Professional verifies and activates your registration number.

Note: You must have an Internet connection to complete this step.

13. Click Restart to complete the ContentProtect installation and setup.
Your computer automatically shuts down and restarts.

3‘ Setup - ContentProtect Professional Suite

[Ny | Completing the ContentProtect

Professional Suite Setup Wizard

Suite, Setup must restar your computer.

n T
‘ To camplete the installation of ContentProtect Professional
A a4

\—

]

After installation, ContentProtect Professional is automatically enabled and placed in your startup menu. A

ContentProtect icon @ also appears in the system tray located on the taskbar at the bottom of the Windows
desktop.

Unattended Method

After you have registered ContentProtect Professional, you are provided with a link to download the
ContentProtect Professional client. You can download two versions of the client software:
¢ Manual Install client

Lets you take the client executable to each user's machine yourself and manually start the installation or if
you want to email the executable to users and have them run the installation.

o Distribution-Enabled client
Lets you perform an unattended install of the client on your users’ machines.

WARNING: If you download both the manual install and distribution-enabled files for the ContentProtect
Professional client, be sure to place the files for the two installation types in different directories. If you try to run
the manual install executable from the same directory where the unattend.ixt file is located, the manual install
executable uses the unattend.txt file to perform an automated installation. This can be a problem if you have not
configured the unattend.txt file with a valid registration number and password. If this is the case, the manual install
process fails and the client uninstalls itself.
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In this section, we discuss how to perform an unattended install of the ContentProtect Professional client on
users’ machines. For instructions on manually installing the client, see Manual Method on page 13.

Prerequisites: You must have a means for pushing out the Distribution-Enabled client executable and its
accompanying text file to your users’ machines. You can use a software distribution tool (such as Microsoft
Systems Management Server, LANDesk* Management Suite, or Altiris* Client Management Suite*) or a login
script to accomplish this. For instructions on pushing out files to computers on your network, see your software
distribution tool’s documentation.

To perform an unattended install of the ContentProtect Professional client:

1. Download and unzip the Distribution-Enabled version of the ContentProtect Professional client.
2. Edit the unattend.txt file:

a.
b.

C.

d.

Open the unattend.txt file in Notepad.
Delete the placeholder text for the RegistrationNumber and Password values.

Type your ContentProtect Professional registration number and installation password and specify how
the system should restart (“Manual” or “Automatic”) after the installation is complete. For example:

RegistrationNumber=1-234-5U2DMVZHIQECWRNIFHUF3T3D
Password=myinstallpwd
Restart=Automatic

If you specify “Automatic” as the Restart parameter, the installation proceeds without requiring any
user input. After the installation process is complete, the user’'s computer reboots automatically and
ContentProtect Professional starts running.

If you specify “Manual” as the Restart parameter, the installation proceeds automatically, but a dialog
appears at the end of the installation process informing the user that the computer needs to be
restarted in order to complete the installation. Users can save any files they have open and shut down
running programs before clicking the Restart button in the dialog.

Save your changes to the unattend.txt file and close Notepad.

3. Use a software distribution tool (or a login script) to push out the cwip_prosuite unattend.exe file and the
unattend.txt file to users’ computers, and to then run the cwip_prosuite _unattend.exe file.

IMPORTANT! The cwip_prosuite_unattend.exe file and the unattend.txt file must be placed in the same
directory on users’ machines.

Clw.
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Uninstalling the Client
Manual Method

To uninstall the client manually:
1. Open the Windows Control Panel.
For example, in Windows XP, click Start > Control Panel.
2. Double-click Add or Remove Programs.
3. Select ContentProtect and then click Remove.

4. When prompted, enter the uninstall password.

Note: This is the uninstall password you specified during the registration process. It is not the same as
your ContentProtect Professional login password.

5. Complete the uninstall process and restart the computer when prompted.

Unattended Method
To perform an unattended uninstall of the ContentProtect Professional client:

1. Open a command prompt window and navigate to the folder where the ContentProtect Professional client
uninstaller is located.

By default, the uninstaller is located in the following directory:
C:\Program Files\ContentWatch\InternetProtection\ContentProtect

2. At the command prompt, type the following command:
unins000.exe /UninstallPassword=<uninstall password>

Replace <uninstall password> with the uninstall password you specified during the ContentProtect
Professional product registration process.

Clw.
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&’ Getting Started with the ContentProtect Professional
Client

Signing In

You must sign in to the ContentProtect™ Professional™ client before you can access the Internet or instant
messaging. If you do not sign in manually, you are prompted to sign in when you attempt to use the Internet.

To sign in manually:

1. Right-click the ContentProtect Professional icon @ in the system tray located on the taskbar at the
bottom of your Windows desktop and then select Login from the quick menu.

Disal:ul! guntentPru:utect

Refresh Profiles
Check For Updates

Help
About

2. Select your user name from the drop-down menu, type your password, and then click OK.

If you don’t know your password, ask the administrator.
Note: Asterisks (*) appear as you type your password to protect it from being viewed.
& Sign In [‘5_<|

content|watch.

INTERMET PROTECTION

Login for Internet Access

e

Paszword

[ OKL\\\)J’ cancel |

You are now signed in as a user. Launch your Internet browser and proceed with regular Internet activity. For
information about the possible warning and block messages you might receive, see Block and Warning Messages
on page 46.
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Signing Out

When you finish your Internet or instant messaging session, we recommend you sign out of the ContentProtect
Professional client.

WARNING: If you leave your computer without signing out of the ContentProtect Professional client, other users
have access to the Internet (under your sign-in name) and your Web and instant messaging privileges. This also
means that their Web and instant messaging activity is logged under your name. However, if Inactive User Logout
is enabled, you are logged off according to the time limits set by the administrator.

To sign out of the ContentProtect Professional client:

1. Right-click the ContentProtect Professional icon @ located in the system tray on the taskbar at the
bottom of your Windows desktop.

2. Select Logout from the quick menu.

Logout local1 k
Disable Contentfrotect

Refresh Profiles
Check For Updates
Change Password

Help
About

Note: If you shut down your computer without signing out, your session automatically ends. You must sign in
again when the computer restarts.

Updating the Client

Online Updates allow you to update the ContentProtect Professional client with the latest software. In the Online
Management application, the administrator can configure clients to perform manual or automatic updates.

If clients are set to perform updates manually, complete the following to check for updates:

1. Right-click the ContentProtect Professional icon @ in the system tray.

2. Select Check For Updates from the quick menu.

Logout local 1
Disable ContentProtect

Refresh Profiles
Checdk For Updates k
Change Password
Help

About

An update wizard appears.
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3. If ContentProtect Professional Suite updates are available, follow the prompts to complete the update
wizard.

If ContentProtect Professional Suite updates are not available, the following screen is displayed:

ContentWatch Update El
m Welcome to ContentWatch Update Wizard
S There are cunently no updates available from Contentwatch,
.\i‘-
|
Y ' o

| Finish LCancel

Click Finish to close the screen.

4. If you choose to download and install the updates, you may be asked to restart your computer for the
changes to take effect.

Disabling the Client

There may be times when you want to temporarily disable the ContentProtect Professional client. For example,
you may want to temporarily allow access to the Internet without blocking any content, or you may want to allow a
non-safe search in one of the supported search engines. Rather than temporarily changing the current user’s
policies, a user with administrative rights can temporarily disable the ContentProtect Professional client.

To temporarily disable the ContentProtect Professional client:

1. Right-click the ContentProtect Professional icon @ in the system tray located on the taskbar at the
bottom of your Windows desktop.

2. Select Disable ContentProtect from the quick menu.

Logout local 1
Disable ContentProtect k

Refresh Profiles
Check For Updates
Change Password

Help
About
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3. Type the administrative user’s password and then click OK.

n Sign In f5_<|

content|watch.

INTERNET PROTECTION

Login for Admin Tools

Paz=word

[ Ok QJ [ Cancel l

Forgot Password?

The client is now disabled, and the ContentProtect Professional icon in the system tray appears grayed out 41

To re-enable the ContentProtect Professional client:

1. Right-click the ContentProtect Professional icon Er] in the system tray located on the taskbar at the
bottom of your Windows desktop.

2. Select Enable ContentProtect.

Logout locall
Enable ContentProtect k

Refresh Profiles
Check Faor Updates
Change Password

Help
About

The client is now enabled, and the ContentProtect Professional icon in the system tray appears in color 6:'

Changing User Passwords
Users can quickly change their own ContentProtect Professional client login passwords.
To change a password, the user must complete the following:

1. Make sure that he or she is logged in to the ContentProtect Professional client with his or her own user
name.

2. Right-click the ContentProtect Professional icon f__ﬁj in the system tray located on the taskbar at the
bottom of the Windows desktop.

3. Select Change Password from the quick menu.

Logout local 1
Disable ContentProtect

Refresh Profiles
Check For Updates

|_Grrseasonndy

Help
About

C w.
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4. Type the old password and the new password in the appropriate fields, retype the new password to

confirm it, and then click OK.

# Change Password b_<|

[content| watch.

INTERNET PROTECTION

Change Password

Name

Old Password

New Paszword

g
o
-}

Confirm Pazsword

[ ox %J [ cance |

The password is immediately changed in the local client database, and the updated information is sent to the

Online Management application.

Clw. ContentWatch, Inc. / ContentProtect Professional Suite Administrator’'s Guide

Page 23




&

Administering ContentProtect Professional

Logging In to the Online Management Application

The Online Management application lets you create and customize user and group profiles, define and configure
policy settings, generate and view user activity reports, and set up email notifications and Web site overrides.

Important: You must have an Internet connection and be a user with administrator rights to access the Online
Management application.

To log in to the Online Management application:

1.

Open your Web browser and go to http://pro.contentwatch.com/ProAdminServlet.

Note: You may want to bookmark this Web page for fast access in the future.

Enter your organization ID, user name, and password, and then click Login.

Note: Asterisks (*) appear as you type your password to protect it from being viewed.

ContentWatch Web Administration

Drganization 1D My Carp
Lser Marme: Adrmin
Password: [TTTIT T

Login

If you forget the Admin password, you must do one of the following:

¢ If you have more than one administrator account, another administrator can change your password for
you by logging in to the Online Management application, selecting your user account, and changing
the password in the Settings area.

¢ At the login screen of the Online Management application, do the following:
a. Click Forgot Password.
b. When prompted, provide the email address you used to register the product and then click Send.

Note: If you no longer have access to the email address you used to register the product, send
an email to support@contentwatch.com or call 1-800-485-4008.

c. Atthe address specified, check your email for a message from ContentWatch with the subject
“‘Requested Login Information.”

IMPORTANT: After ContentWatch™ sends this email to you, you have 10 minutes to reset the
Admin password. If you do not reset the password within this timeframe, you must repeat the
preceding steps.
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mailto:support@contentwatch.com

After you have successfully logged in, the Online Management application interface is displayed:

Sign Out | About | Help
|content|watch.
INTERNET PROTECTION
/ @ ContentProtect .
- @ Users Settings | Policyin Use | Hotifications | Reports | Web Overrides | Bypass List | Requested Overrides | Application Manager | Privacy Protection
My Corporation
» Empl: - " . "
o Settings for "My Corporation
¢ Tech Support
Organization:
Display Mame My Corporation
Organization 10 hityCorp
Install:
Uninstall:
» & Policies Client Updates:
Apply Manually 5
Custom Block Page:
Weh Address:
(eave blank for defautt behavior)
Client lcon:
[ Hide 1eon (Remove lean from System Tray)
Save Changes

Important: We recommend that you do not leave the Online Management application open if you walk away from
your computer because this gives others access to the application and administrator settings. To log out of the
Online Management application, click Sign Out in the upper-right corner of the Online Management application
interface.
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Modifying Organization Settings

The Organization Settings page is displayed by default when you log in to the Online Management application. If
you are on a different page, you can access the Organization Settings page by clicking your organization name in
the upper-left area of the screen:

content|watch.

INTERNET PROTECTION
Access Level: Admin
hd @ Users
My Corporatign
= Employees
uzer]
kT

On the Organization Settings page, you can perform the following tasks:

Change the organization name that is displayed in the Online Management application and on all Internet
usage reports

Change the password required for installing the ContentProtect Professional client
Change the password required for uninstalling the ContentProtect Professional client
Change the method for updating the ContentProtect Professional client

Specify a custom Web page to display when ContentProtect Professional blocks a user from viewing a
site

Hide or unhide the ContentProtect Professional client icon in users’ system trays

Changing the Display Name

To change the organization display name:

1.

In the Display Name field, type the desired name.

Organization:
Display Mame: Mew Corporation
COrganization 1D: Wy Carp

2. Click Save Changes.
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Changing the Client Install and Uninstall Passwords

Note: For security purposes, we recommend that you set different install and uninstall passwords. The install
password may be distributed to users, but you do not usually distribute the uninstall password to users.

To change the client install or uninstall password:

1.

In the appropriate Password and Confirm Password fields, type the desired password.

Install:
Password: ssssssssssse
Confirm Password: TTIIIIII]
Uninstall:
Password: essssenenne
Confirm Password: TTIIIIII]

2. Click Save Changes.

Changing the Client Update Method

To change how client updates are performed:

1.

From the Apply drop-down list, select the desired client update method.

Manually: Requires you to manually choose the Check for Updates option from the client’s right-click
menu. This option is useful for testing the update process on a few sample machines in your company to
make sure everything works correctly before you attempt to perform updates on an organization-wide
scale.

Automatically: Causes all clients to automatically download and install updates as they become
available. You might select this option after you have performed manual testing on a few machines in
your company, you have determined that the update process works correctly, and you are ready to allow
all machines in your organization to update themselves without user interaction.

Password Required: Prompts for a ContentProtect Professional administrator password to manually
access product updates. You might select this option after you are sure all the machines in your
organization have been successfully updated at least once and you don’t want users to perform further
updates without an administrator’s knowledge.

Client Updates:

Apply

Password Reqguired

2. Click Save Changes.

Displaying a Custom Message for Blocked Web Sites

The Custom Block Page option allows you to display a custom Web page (which can include your company logo,
corporate Internet usage policy, or any other information you deem necessary) when users attempt to access
blocked Web sites. You can use any Web authoring tool to create the page. Once you have created the page,
place it in a location on the Internet or your corporate intranet that is accessible to your users. If your users
access the Internet with their company machines outside the corporate network, be sure to place the Web page in
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a location that is accessible both inside and outside your network. If you do not, the ContentProtect Professional
client will be unable to properly display the block message.

Tip: If you are familiar with a dynamic Web page generation language, such as Java or PHP scripting, you can
create a dynamic Web page that parses the parameters it receives from ContentProtect Professional and displays
custom block messages that explain specifically why a Web site was blocked.

To point ContentProtect Professional to your custom Web page:

1. Inthe Web Address field, type the full URL to your custom page.

Custom Block Page:

Weh Address: http:/fwnew. mycorpl . coms

fleave blank for default behawior)

2. Click Save Changes.

To revert to ContentProtect Professional’s default block messages, remove the URL from the Web Address
field and save your changes.

Note: We recommend that you add the Custom Block Page URL to the Web Overrides list. This is important
because if the content on the page causes it to fall under a blocked category, ContentProtect will prevent the
page from being displayed. Adding the Custom Block Page URL to the Web Overrides list ensures that the
page will never be blocked. For instructions on adding URLs to the Web Overrides list, see Defining Web
Overrides on page 54.

Hiding the ContentProtect Professional Client Systray Icon

The ContentProtect Professional client icon that resides in the Windows system tray gives users quick right-click
access to such features as logging in to the ContentProtect Professional client, checking for updates, refreshing
profiles, and disabling ContentProtect Professional.

i .
ContentProtect Professional client svstrav icon l ._P m r.-, ;,-\_ . B 1141 AmM

If you would like to prevent users from accessing ContentProtect Professional features from the systray icon, you
can choose to hide the icon.

To hide the icon:

1. Select the Hide Icon check box.

Client lcon:

HidE lcan (Remowe leon from System Tray)

2. Click Save Changes.

To make the icon reappear in the systray on users’ computers, deselect the Hide Icon check box and save your
changes. The icon will reappear the next time the ContentProtect Professional Web server updates clients’ local
settings.
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Managing Users

A user account must be created for each system user. User accounts let you apply custom policies to individuals
and track the Internet usage of users.

Important: Each user must have his or her own account before he or she can access the Internet for browsing or
instant messaging.

Creating Groups

User accounts can exist only within groups, so before you can add users, you must first create groups to contain
them. Plan how to group users so it will be easier for you to assign Internet access policies to them. You may
group users according to what department they are in or how they use the Internet to do their jobs. You can then
easily assign a single policy to the group, which is automatically applied to all users within that group. For
example, you might group users whose jobs require them to do extensive online research in a group called
“Researchers,” and other users who mostly use the Internet for personal pleasure might be added to the
“Employees” group. You could then apply a reasonably relaxed policy to the “Researchers” group and a more
stringent policy to the “Employees” group.

Note: At any time you can apply any policy you have created to individual users within a group. The policy
assigned to an individual user overrides the policy assigned to the group that the user is a member of. For more
information on creating and assigning policies, see Managing Policies on page 33.

To create a new group in the Online Management application:

1. Click your organization name in the upper-left area of the screen:

content | watch.

INTERNET PROTECTION

Access Level: Admin

- %j Users

My Corporatign

~ Employees
uzeri

P IT

2. Click Add Group.

- &j Users

My Corporation
» Employees
v IT

-:‘."Adi[(}mug
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3. Inthe Group Name field, type the desired group name and then click Add.
Add Group

Group Name: |Tech Support

Add

g

The new group appears in the group list under the organization name.

N

My Corporation
» Employees
T

b Tech Support

Adding Users
After you have created a group, you can add users to the group.

To add a user:
1. Click the group you want to add a user to.

2. Click Add User.

7 EX vaers

My Corporation
» Employees
rIT

= Tech Support

0Ad§[User ® Remove Group

The Add User window appears.
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3. Inthe Add User window, fill out the user’s login and user information and then click Add.

Note: For more information on each item you must fill out, see Table 1: User Settings on page 31. The

only item that is not required is the user’'s email address.

Add User

Login:
User Marme: TS Userl
FPasswaord: TTI11]
Canfirm Fasswoard: sssses

User:
Email: ts_userl@mycorp.com
Group: Tech Support
Inactive User Logout: 20 min

Add

The new user appears in the group.

- %ﬁ Users

My Corporation

r Employees

kT

* Tech Support
TS5 Usert

s

Modifying User Settings
To modify a user’s settings:
1. Click the group where the user is located.
2. Click the user whose settings you want to modify.
3. Modify settings as desired.
4. When finished, click Save Changes.

The following table outlines the user settings you can edit.
Table 1: User Settings

Field Description

User Name Name the user enters (or selects) to sign in to ContentProtect.

User names must be between 2 and 20 characters in length.
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Field Description

Password Password the user enters to sign in to ContentProtect.

Passwords must be between 3 and 13 characters in length. Passwords are case-sensitive.
Numbers and alpha characters can be combined.

Note: We recommend you keep a list of passwords and the corresponding user names in a safe
place for reference. However, the administrator can change a password for any user at any time,
which eliminates the fear of losing or forgetting passwords.

Email User's email address.
Group Group the user is assigned to.
To reassign the user to a different group, select the desired group from the drop-down list.
Inactive User  Designates an inactivity threshold after which the user is automatically logged out.
Logout If you select Never, ContentProtect does not automatically log out the user.

Note: Users must right-click the ContentProtect Professional system tray icon on their machines and select
Refresh Profiles to immediately apply changes made in the Online Management application. Otherwise, the
clients’ local settings are updated within 24 hours.

Removing Users

WARNING: This action cannot be undone. If a user account is accidentally deleted, it cannot be restored. If you
want to restore the account, you must create it again.

To delete an existing user account:
1. Click the group where the user you want to remove is located.
2. Click the user you want to remove.

3. Click Remove User.

el
- ﬁéj Users

My Corporation

» Employees

T

* Tech Support
TE_Usard

® Remove User
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4. In the pop-up window that appears, click Yes to confirm the deletion or No to cancel the deletion.

Remove User

Are you sure you want to remove the user,
TS _User1?

V] [

Managing Policies

Policies are used to control Internet activity (browsing), instant messaging (Yahoo!*, AOL*, MSN*, QQ*,
GoogleTalk*), newsgroups, peer-to-peer access, and network gaming. Policies let you select which Internet
content types you want to allow or block.

Policies can be assigned to the organization, groups, and individual users. Only the organization must have a
policy assigned to it. Groups and users you add under the organization are not required to have specific policies
assigned to them; they automatically inherit either the organization’s policy or the group’s policy, and their “Policy
in Use” setting defaults to None.

When you register ContentProtect Professional, a policy called Default is automatically applied to your
organization. This is a general-use policy that blocks the content types most businesses find it expedient to block
(adult/mature content, gambling, hate/violence, etc.). All groups and users you add in the Online Management
application are governed by the Default policy’s restrictions until you assign other policies to your groups or users
on an individual basis.

To illustrate how policy assignments affect individual users, consider the following three examples:

Example 1: Policy A is applied directly to User1. Therefore, neither the policy applied to the group that User1
belongs to nor the policy applied to the organization has any effect on User1. As far as this user is concerned,
Policy A is the only policy that exists.

Example 2: No policy is applied directly to User2. However, Policy B is applied to the group that User2 belongs to.
Therefore, Policy B governs User2. If a different policy is applied to the group in the future, that new policy will
govern User2.

Example 3: No policy is applied to either User3 or his group. Therefore, whatever policy is applied to the
organization will govern the group that User3 belongs to, as well as all the users within that group who don’t have
a policy applied directly to them.

Warning: Because all groups and users you add are governed by the organization’s Default policy until you
assign a different policy to them, make sure that the Administrator option is not selected in the settings for the
Default policy. Otherwise, all users you add will have administrative privileges and can log in to the Online
Management application and make changes.
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Adding Policies

To add a new policy:

1. In the sidebar of the Online Management application, click Policies.

Y R e

My Corporation
» Employees
T

¢ Tech Support

@ Add Group

b ) Policies

2. Click Add Policy.

& Add Policy

3. From the drop-down list, select an existing policy whose settings you want to use as a template for your
new policy.

Add Policy

Select an existing policy as a
starting point for this policy: Default

Policy Mame: .
Factory Settings
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4. In the Policy Name field, specify a name for your new policy and then click Add.

Add Policy

Select an existing policy as a

starting point for this palicy: Default b
Policy Mame: Standard User
Add

The new policy appears in the policy list.

Modifying Policy Settings

To modify a policy’s settings:

1. Click the policy you want to modify.

- _[ Policies

Default
standard User

2. Block or allow content categories as desired, and then click Save Changes.
The following sections describe the policy settings you can modify.

Category Settings

Category settings determine the level of access users have to predefined Internet content categories. Select
Allow, Warn, or Block from the drop-down list for each content category.

Allow: Provides access without restriction. No message is displayed, and the user is allowed access to
the requested page. The action is logged if activity reporting is enabled.

Warn: Provides access but warns the user of the types of content about to be viewed, and lists the
category types that caused the warning. A warning message is displayed, and the user can choose
whether to view the requested page. The action is logged if activity reporting is enabled.

Block: Prompts the user that the attempted Web site is being blocked and lists the category types that
have blocked it. The requested page does not open unless the user has the privilege to override the block
and does so. The action is logged if activity reporting is enabled.

Note: For message examples and descriptions, see Block and Warning Messages on page 46.

The following categories are blocked by default, while all other categories are set to Allow:
* Adult/Mature * Gambling * lllegal Activities
® Pornography * Hate/Violence * Intimate Apparel
®  Drugs/Alcohol
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The following table outlines the predefined content categories of ContentProtect Professional.

Table 2: Content Categories

Category

Description

2 Ads

EI Adult/Mature

i Chat Site

Drugs/Alcohol

| Email
K| Employment/Career

r*-r-l:
4 Family Resources

qv Financial/Stocks
@ Gambling

@ Games

Al Government

F: Hate/Violence

F." Health/Medicine

) llegal Activities
-« Instructional

=) Intimate Apparel

“ Kids

Advertisements. Note: Because advertisements are commonly embedded in other
types of content on the Internet, setting this category to Block or Warn could cause
undesirable effects.

Sites or resources that contain subject matter intended for mature audiences, such as
obscene or vulgar language and adult instant message rooms. These sites could be
considered R-rated.

Sites or resources that contain information on instant messaging protocols or
applications and links to instant messaging organizations, rings, and rooms.

Sites or resources that contain subject matter that deals with manufacturing,
distributing, or obtaining illegal drugs, alcohol, or other controlled substances. Sites
that depict drug or alcohol paraphernalia and/or include methods for obtaining or
manufacturing them. Does not include sites that provide information on prescription
medications, except those sites that describe how to illegally obtain them.

Sites or resources that provide access to email services and applications.

Sites or resources that allow the posting of jobs or resumes. Sites that provide
information on compensation in specific fields or regions. Sites that post information
about jobs and job openings.

Sites or resources that provide family counseling, family safety tips, parenting
information and tips, and family planning.

Sites or resources that provide information about finances, financial planning,
insurance, stock tickers, stock reports, or sites that allow the selling and purchasing of
stock. Includes banks and credit unions and credit rating and reporting sites.

Sites or resources that allow a person to wager money on online games with the
expectation of winning money or prizes. Sites that contain links to other gambling
sites or provide information on gambling strategies or tactics.

Sites or resources that provide access to online or downloadable games or
discussions about games. Sites that provide information about game cheats.

Sites or resources that are specific to local, state, or federal government
organizations or agencies, including political party sites and specific, official political
sites. Sites ending in “.gov”.

Sites or resources that promote or depict violence against persons, animals, property,
or nations. Sites that single out groups for violence based on race, religion, or creed.

Sites or resources that deal with or provide information on mental or physical health
issues. Sites that allow the online purchase of prescription medications.

Sites or resources that provide information about the manufacture, alteration, or sales
of weapons. Sites that promote or depict disorderly conduct or that provide
information on the manufacture of explosives and explosive devices.

Sites or resources that contain instructional material, tutorials, or how-to pages.
Sites or resources that display models wearing underwear, lingerie, or other
suggestive or see-through attire, including swimsuits.

Sites or resources intended for children, including entertainment, education, crisis
counseling, and kid-friendly communities.
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Category

Description

& Music/Entertainment

=l News

? Other

“% Personals

iiX Pornography

&1 Religious
%" Schools/Colleges

. Search
Engines/Portals

Shopping

&r’ Sports

¥ Travel

I’ Work Related

Sites or resources that provide access to free downloadable or for-pay online music
and video files such as MP3, WAV, MPG, and AVI. Sites that sell music or videos or
that are dedicated to the music or entertainment industry. Sites that provide
information on TV programs and programming, including movie review sites.

Sites or resources that provide live, recorded, or written reports or editorials about
current events.

Sites that do not fit into any of the existing ContentProtect Professional categories.

Sites or resources that contain personal ads, personal info pages, and personal
portals.

Sites or resources that are meant to sexually arouse the viewer. May show models or
real people that are engaged in erotic behavior intended to cause sexual excitement.

May describe sexually explicit activities or contain sexually explicit material including

images, movies, or text. Sites could be considered X-rated.

Sites that provide information on specific religions or religious beliefs. Regional
religious organizational sites and sites built to promote religious groups, activities, and
membership.

Sites or resources that contain information dealing with colleges, schools, seminars,
or courses. Sites that end in “.edu”.

Sites or resources that provide mechanisms for searching the Internet by specific
words or phrases and that display the results as either links or images. Sites that
allow a user to customize the appearance or content of Web pages and that are
geared to providing a "starting" place on the Internet.

Sites or resources that provide access to online malls, catalogs, or auctions, including
classified ads. Department store sites, retail store sites, or sites that have coupons for
free or discounted items.

Sites that promote, advertise, report on, or are associated with sports teams,
individuals, or organizations. Sites that are involved with fantasy sports. Sites for
organizations whose main focus is to report on amateur, college, or professional
sports.

Online resources that provide information on travel, such as destination descriptions;
ticketing and reservation sites; airline, bus, or train company sites; and car rental
sites.

Sites that pertain to business-related activities.

Note: If you set Pornography to Block or Warn, ContentWatch Professional forces a “safe search” for as many
search engines as it can. Currently, ContentWatch Professional can force a “safe search” for the following search
engines: Yahoo!, Google*, AltaVista*, DogPile*, Lycos*, AllITheWeb*, and MSN. To bypass the safe search, you
must either allow access to Pornography in the policy’s settings or temporarily disable ContentProtect
Professional via its system tray icon’s right-click menu.
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Name Settings

To change the name of the policy, type the desired name in the Policy Name field.

Allow Access To

These settings allow you to specify the services you want this policy to monitor. The following table describes the

services you can select.

Table 3: Services to Allow

Option

Description

Web
Peer-to-Peer (P2P)

News Groups

Instant Messaging

URLs, normal “surfing” or “browsing”

Peer-to-peer file sharing applications (for example, Gnutella, BitTorrent*, Kazaa*,
eMule*, and eDonkey*)

NNTP (standard news groups)
Google Talk, Yahoo!, AOL Instant Messenger* (AIM*), MSN, QQ

Allow Privileges

These settings allow you to specify privileges for users assigned to this policy. The following table describes the
privileges you can select.

Table 4: Privileges to Allow

Option

Description

Administrator

Override Blocked
Messages

Request Web
Override

Auto Client Login

Gives administrative privileges to users assigned to this policy.

Users with administrative privileges can change passwords, profile settings, and filters;
configure email notifications; and access reporting and remote management.

Lets users override blocked content. If selected, ContentProtect Professional prompts the
user for the override password when it blocks Internet content. (For an example of this
message, see Block and Warning Messages on page 46.)

Important: The user must enter the override password before ContentProtect
Professional displays the blocked content. The override password is the same as the
user’s login password for the ContentProtect Professional client.

If you do not select this option, ContentProtect Professional displays a block message
when the user tries to access blocked Internet content.

Lets users submit requests to the ContentProtect Professional administrator to unblock or
recategorize specific Web pages or entire Web sites that fall under a blocked category or
a warning category in the Online Management application. (For examples of the
messages displayed to users, see Block and Warning Messages on page 46. For
information on how the administrator can respond to Web override requests, see
Processing Web Override Requests on page 58.)

Prevents a login dialog from displaying each time the user accesses the Internet.

When this option is selected, the user is asked to sign in to ContentProtect Professional
only once. Until the user manually logs out, he or she remains logged into ContentProtect
Professional, even if the computer is turned off and then restarted.
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Option Description

Auto Windows Directs the ContentProtect Professional client to automatically log itself in if a user’s
Login Windows login name matches a name in the ContentProtect Professional user list.

For example, if the Auto Windows Login option is selected and the user name “JohnD”
exists in the ContentProtect user list, a user who logs in to Windows as “JohnD” is
automatically signed in to ContentProtect without having to specify a ContentProtect user
name and password.

Note: When you select the Auto Windows Login option, Windows 2000 users are asked
to sign in to ContentProtect Professional only once, in the same manner as they do with
the Auto Client Login option. This is necessary to synchronize the users’ Windows login
information with their data in the ContentProtect Professional database.

Allow Activity Reporting

These settings allow you to select the services you want ContentProtect Professional to keep activity logs on.
ContentProtect Professional uses the logs to generate reports that show the online activities of every user that
this policy is assigned to. The following table describes the services you can select.

Table 5: Services to Report On

Option Description
Web URLs, normal “surfing” or “browsing”
Instant Messaging Google Talk, Yahoo!, AOL Instant Messenger (AIM), MSN, QQ

For more information on using reporting in ContentProtect Professional, see Working with Reports on page 48.
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Configuring Time Controls

Time Controls allow you to manage the time of day and the amount of time that users can spend on the Internet.
Time Controls can be set either by limiting the total number of hours a user can spend on the Internet over a
given period, or by setting specific times (in 30-minute intervals) when Internet access is allowed or blocked.

Time Controls for "Standard User”

Time Allowance:

O Enable: I:l Hours /

I Save Changes ]

Time Schedule:
Dray: Daily [ Can oay
Start Tirme: 22 |3
30w

o

b

<

End Tirme: 23w

Internet Access : Blocked

Sawe Changes ]

( ResetAll to Blocked |

[ Reset All to Allowed |

hdon Tue ed Thu Fri 53t Sun hdon Tue ed Thu Fri 53t Sun
oo:oo 12:00
oo:30 12:30
0100 1300
01:30 13:30
0200 14:00
0Z:30 14:30
0300 15:00
03:30 15:30
D00 16:00
04:30 16:30
0500 1700
0&:30 17:30
D00 18:00
D30 18:30
0700 19:00
0730 19:30
D800 20:00
0&:30 20:30
800 2100
0a:30 21:30
10:00 2200
10:30 2230
11:00 2300
11:30 2330

Time Zone:
Apply: | (00:00 GMT) GMT: Dublin, Lisban, London v|

By default, Internet access is allowed at all times. If you define a Time Control for a given policy, the restriction
applies to all Internet activity such as Internet surfing, instant messaging, newsgroups, peer-to-peer, and network
gaming.
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Setting up an Internet Access Schedule

To set up an Internet access schedule for a policy:

1.

In the sidebar of the Online Management application, click Policies.

- @Uurs

My Corporation
» Employees
T

¢ Tech Support

& Add Group

b ) Policies

Click the policy that you want to set up a schedule for.

o é Policies

Default

StandaEd User

Click Time Controls.

Level: Admin

@ ContentProtect

A

2 @Users Settings ( Time Controls
i J’

R

Settings for "Stan

+ X policies

Default
Standard User Name Settings:

If you want to limit the total number of hours a user can spend on the Internet over a day’s or week’s time:
a. Under Time Allowance, select Enable.

b. In the field to the right of the Enable checkbox, specify the amount of hours the user is allowed to
access the Internet.

c. From the Hours drop-down menu, select the period (Day or Week) that the specified amount of hours
applies to.

d. Click Save Changes.

Time Allowance:

Enable: Hours i

Savehanges
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5. If you want to set specific times when Internet access is allowed or blocked:

a. In the Day drop-down list, specify how often the schedule should be applied (Daily, Weekdays,
Weekends, or individual days of the week).

Time Schedule:
Day: Draily | CJanDay
Start Time: |Dail:
Wieekdays
End Time: YWeekends
) MWonday
Internet Access ; Tuesday
Wednesday
Save Changes Thursday
Friday | =]
Saturday ( =
Sunday

Note: To quickly apply a Block or Allow setting to all hours of the selected day or group of days, select
the option All Day.

b. From the Start Time drop-down lists, select the hour and half hour when the time control should begin;
from the End Time drop-down lists, select the hour and half hour when the time control should end.

Time Schedule:

Diay: Cl &l Day
Start Tirme: 0 ¥].[o0¥]

End Time: 0+ ;|DD V|
. 0

Internet Access : 1 d
2

3

Save Changes

mm-qcnt;s
el =)

fhon Tue izd Thu Sun tbor T
o000 12:00
000 10 12230
0100 1 13:00
030 12 13230
0z:00 14:00
02:30 13 14:30
0300 14 15:00
03:30 15 15:30
00 16 1600

c. From the Internet Access drop-down list, select whether to block or allow Internet access during the
specified time block.

Time Schedule:

Day: Cal Day
Start Time: 0 ¥ [o0¥]
End Time: ;

Internet Access Allowed v
Alluwed

[ Sawe Changes

I R

d. Click Save Changes to save the time block settings.
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Time Schedule:

Day [CJAll Day
Start Time: 0 v|[o0 ]

End Tirme: ;

Internet Access

[ Save Changes ]

L [

e. Repeat Steps 5a-5d to set up additional time blocks as needed.

Note: To undo all changes you have made or to apply blanket settings to all hours:
¢ Click Reset All to Allowed to remove all time controls and allow Internet access at all times.
o Click Reset All to Blocked to completely block Internet access.

6. Under Time Zone, from the Apply drop-down list, select the time zone that applies to the users that this
policy will be applied to, and then click Save Changes.

If your users are spread out over multiple time zones, you should group users according to their time
zones and apply a different policy to each group. This helps ensure that ContentProtect Professional’'s
time-dependent features (such as Time Controls) work correctly.

Time Zone:

Apply: | (-07:00 GMT) Mauntain Tirme (US & Canada) V|
Save Changes

Enforcing Internet Access Schedules

When a time control is in effect, ContentWatch displays a message when the user attempts to access the
Internet. If a user has override privileges, the user can click Override and enter the override password to bypass
the blocked connection. The password used to override time restrictions is the same as the user’s client login
password.

content|watch. content|watch.

INTERNET PROTECTION INTERNET PROTECTION

. *ou are being blocked from viewing content of the following typers)

You are not allowed to use the internet at this time Pazsword |
Crverride | Biack | Ok | Cancel |

Note: To give a user override privileges, you must select the Override Blocked Messages option in the policy
assigned to the user. For more information, see Allow Privileges on page 38.

If the user overrides the time control, Internet access is allowed for the next 30-minute block, after which the user
must again override the blocked connection to maintain Internet access.
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Denying or Allowing Access to Internet Applications and Games
To manage users’ access to network applications and games:
1. In the sidebar of the Online Management application, click Policies.

Y R e

My Corporation
» Employees
T

¢ Tech Support

@ Add Group

b ) Policies

2. Click the policy you want to modify.

v % Policies

Default

StﬂndaEd User

3. Click Internet Applications & Games.

& ContentProtect
Settings | Time Controls@ﬁppljc&tions & Games ')

Settings for "Standard User"

Default
Standard User Hame Settings:

4. Select the Internet applications you want to allow users to access, and deselect those you want to deny
access to.

Internet Applications & Games for "Standard User”

Allow These Internet Applications & Games:

CGA O Qurgame %ﬁ«:‘r‘nnlinez
Lineage2 Q0 game

MIR3 O rainbowland

Save Changes

5. When you are finished, click Save Changes.

Note: The user must be allowed to access the Internet in order to have access to Internet games. For information
on giving the user access to the Internet, see Allow Access To on page 38.
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Assigning Policies

After you have configured a policy to meet your requirements, you are ready to assign it to the organization,
groups, and users.

To assign a policy:
1. Click Users.

» %ﬁ Us&s

v Y policies

2. Click the object (organization, group, or user) you want to assign a policy to.

- @Users

My Corporation

» Employees

v IT

= Tech Support
TS Userl

e

Note: See the introduction to Managing Policies on page 33 for details on how policy assignments affect
groups and users.

3. Click Policy in Use.

- %S Users Settings(' Policg in Use)
Iy Corporation R,
r Employees . "
i Settings for "TS_
* Tech Support
TS _U=er

4. From the Policy in Use drop-down list, select the policy you want to apply.

Policy in Use by "TS_User1": None

Policy in Use: Appli
Mone b Th
TH
Default D
Standard User -
ap

Mone k

5. Click Save Changes.

Policy in Use by "TS_User1"”: None

Policy in Use: Applig

Standard Userjid T

TS

[nl:
Save hanges ap

C w.
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Block and Warning Messages

When you define policy settings, you determine what level of access users have to predefined Internet content
categories. User access to these sites can be set to Allow, Warn, or Block.

The following are examples of the Block and Warning messages ContentProtect Professional displays when
users access sites with a warning or blocked status.

Warning Messages

When a user attempts to connect to a site with a warning status, ContentProtect Professional notifies the user that
the URL has a warning status, and it lists the site’s associated content category:

& Warn [5_<|

‘content| watch.

INTERNET PROTECTION

c *You are being warned about viewing:
wwnw.cnn.com/

For content of the following type(s)
News

| guntinueﬂ [ Back ]

The user can click Continue to view the requested page or Back to return to the previous Web site.

The action is reported if activity reporting is enabled. For more information, see Allow Activity Reporting
on page 39.

Block Messages

When a user attempts to connect to a site with a blocked status, ContentProtect Professional notifies the user that
the URL is blocked, and it lists the site’s associated content category:

&1 Blocked X
‘content| watch.

INTERNET PROTECTION

' *¥ou are being blocked from viewing:
www.playboy.com/

For content of the following type(s)
Pornography

The requested Web site does not open. The user can click Back to return to the previous Web site.

The action is reported if activity reporting is enabled. For more information, see Allow Activity Reporting
on page 39.
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Note: If you are routing your Internet traffic through the ContentProtect Professional Appliance, block messages
are displayed in a Web page, as in the following illustration:

|content|watch.

INTERNET PROTECTION

7% ContentProtect
PROFESSIONAL

Blocked Page!

This page, www.playboy.com/, has been blocked for the following reasons:

Pormography

Please use your browser's BACK button to return to vour previous page.

|content|watch.

INTERNET PROTECTION

Block Messages with an Override Option

If a user has override privileges, ContentProtect Professional allows the user to override blocked content.
ContentProtect Professional notifies the user that the URL is blocked, and it lists the site’s associated content
category:

& Blocked 3
[content|watch.

INTERNET PROTECTION

' ¥ou are being blocked from viewing:
www.playboy.com/

For content of the following type(s)
Pornography

| gverride% [ Back ]

The user can click Override to enter the override password and view the requested Web site, or the user can
click Back to return to the previous Web site. For some Web sites, the user might need to enter the override
password more than once to view the content.

Note: To give a user override privileges, you must select the Override Blocked Messages option in the policy
assigned to the user. For more information, see Allow Privileges on page 38.

The action is reported if activity reporting is enabled. For more information, see Allow Activity Reporting
on page 39.

Block or Warning Messages with Request Web Override Option

If a user has Request Web Override privileges, ContentProtect Professional lets the user submit requests to the
ContentProtect Professional administrator to unblock or recategorize specific Web pages or entire Web sites that
fall under a blocked or warning category:

B Bloced X

!

[content|watch. [content| watch.
INTERNET PROTECTION INTERNET PROTECTION
1 EEEEEE———
' “ou are being blocked from viewing: Overtide the cat P
verride the category for:
www.casino.com/ Www.casino.com/
For content of the following type(z) 2 . Erti it -
Gambling
Request Override% [ Hack [ Send Requesttk [ Apply Mow ] [ Cancel ]
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To submit a Web Override Request, the user must perform the following in the Blocked or Warn dialog:
1. Click Request Override to display the Override Request dialog.

2. From the As drop-down list, select a suggested action (for example, allow the content or assign it to a
new category).

3. From the For drop-down list, select whether the action is applied to the Web page alone or to the entire
Web site.

4. Click Send Request to submit the request to a queue in the Online Management application, where the
ContentProtect Professional administrator can choose to accept or reject the request.

For information on how the ContentProtect Professional administrator can process Web Override
Requests, see Processing Web Override Requests on page 58.

Note: If the user who is preparing the Web Override Request has administrative privileges, he or she can
click Apply Now (instead of Send Request) to immediately unblock or recategorize the Web page or
Web site. The user is asked for the administrative user name and password, and then the settings are
immediately updated in the policy applied to the user in the Online Management application. The next
time the user visits the Web page or Web site, the new settings are in effect.

Note: To give a user Request Web Override privileges, you must select the Request Web Override option in the
policy assigned to the user. For more information, see Allow Privileges on page 38.

The action is reported if activity reporting is enabled. For more information, see Allow Activity Reporting
on page 39.

Working with Reports

The Online Management application can generate reports for Web and instant messaging activity. These reports
allow the administrator to view Internet usage information for the overall organization, a single group, or an
individual user.

Important: ContentWatch servers store activity data for up to 14 days.

To view Internet usage reports:
1. Log in to the Online Management application.

2. Click the organizational level you want to view reports for.

For example, if you want to view a report for your overall organization, click the organization name. If you
want to view a report for a specific user, drill down into the group where the user’s account resides and
click the user’s account name.

- %ﬁ Users

My Corporation

» Employees

v T

= Tech Support
TS Userd

e

3. Click Reports.

fied E/’ Users Settings PolicyinUae@%
' My Corporation

it Settings for "TS_User1"

* Tech Support
TS _Usert

Clw.
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4. From the From and To drop-down lists, select the date range for the report.

Reports for "TS_User1"

Date Range:

From: | November % (|1 % (|'05

To: December (|31 » |05 »

January
Refresh Fepruary
March
April
May

June
Charts I:I |§Ju|‘_\,r
August
Mo Chart Avail September je
Mo Chart Availl Octaber ge
Mo Chart Avail JyREsE ge

5. From the Report On drop-down list, select whether to report on Web, IM (instant messaging), or Apps
(Application Management) data.

Reports for "TS_User1"

Date Range: Report On:

From: |Movernber % || 1 |05 »

To: Movember |30 % | D5 Hourly Wage:

Charts I:‘ EI Q QgLnt

Mo Chart Availakle for Date Range

6. You can select an approximate wage value (in increments of $10) from the Hourly Wage drop-down list to
display the dollar cost of users’ Internet usage in the Detail sections of the report.

Reports for "TS_User1"

Date Range: Report On:

From: |Novernber s (|1 |+ |06 |

To: Movemnber |+ || 31 »||'06 + Hourly Wage:/'| None )
Mone

(Refresh $10
520

crare [ [@] ] s [Beam

370
Mo Chart Available for Date Range %80
Blo Thart Adeailablo far Diato Diann o
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7. Click Refresh to view the report.

Reports for "TS_User1"

Date Range:

From:

Movember

b

"y

To:

Movember

1

b

L

X

If data is available for the date range you have selected, the report is displayed in a scrollable window on
the Reports page.

Reports for "local1”
Date Range: Report On:
From: | November % |(1 [%|/'05 &
To: December || 31 | 05 » Hourly Wage:
Charts I:‘ I;I ;‘ Q’; Print
~
Web Time by Day
local1: Nov 1, 2005 - Dec 31, 2005
2
0.9Hrs
0.7 Hrs
0.4 Hrs
0.2 Hrs
Q0O000CO00OCO00O000OO0O0CO0O00OCO000— CO0000000O00OCO000CO0O0 \_’
< | >

Note: To view all the sections of the report, you must scroll down within the Report window. You can also
click the icons D E E‘ above the Charts window to quickly jump to the corresponding chart.
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All of the charts within the report have drill-down capability for further detail. Selecting a clickable category
or value generates additional charts that report transaction details:

Web Categories Visited —
localt: Nov 1, 2005 - Dec 31, 2005 0.12 Hrs
0.12 Hrs

0.06 Hrs

0.03 Hrs

0.02 Hrs

0.02 Hrs

0.02 Hrs

0.02 Hrs

0.02 Hrs

0.02 Hrs

0.02 Hrs

Reports for "local1”
Date Range: Report Om:
From: |Mowvemnber (|1 % ||'05 |+
To: December |31 v ||'05 Hourly Wage:
m Charts > \Web Category User Detail: Shopping @ Export E:{;F’rint
Web Address Count Quration
(min)
fog.imageqg.netimages/cart icon.qgif 2 0.03
shopping.yahoo.com/ 5 54
WWW.armazon.com/ 1 0.08
www.foll_bg.com/checkoutlindexsp? 1 06
0=17691675948c=259478463 i
www.zdnet.com/ 1 112
Total 10 T.23

Note that you also have the option of exporting report details. Information is exported as a comma-
separated value (CSV) file that can be viewed in programs such as Microsoft Excel*. You can also print
reports.

1) Export E’;m
1

Note on Application Management reports: ContentProtect Professional gathers report data only for
applications that have a “Block” or “Warn” action assigned to them. ContentProtect Professional does not
gather report data for allowed applications or for applications classified as “Not Used” in a policy. For
more information on managing applications, see Controlling Users’ Access to Applications on page 59.

C w.
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Setting Up Notifications

Email notifications can be sent to the administrator or others to provide alerts about users who are blocked,
warned, or who override blocks.

To configure email notifications:
1. Log in to the Online Management application.

2. Make sure your organization’s name is selected.

- @ Users

My Corporation
» Employees %
T

¢ Tech Support

3. Click Notifications.

- @ Users Settings | Policy in Use (|

My Corporation
r Employees

v IT

¥ Tech Support

Settings for "My Corporatio

4. Set the conditions for sending notifications.

a. Select the organizational level you want to be notified about (Organization, Group, or User). If you
select Group or User, select the desired group or user in the accompanying drop-down list.

Notifications for "My Corporation”
Email When:
{#® Organization: My Corporation
O Group: |Employees |#
O User |Employees
T
[] Blocked §
D e k
[J Block Overridden
[0 RequestOverride
b. Select the events you want to be notified about (Blocked, Warned, Block Overridden, or Request
Override).
Blocked
[0 warned
Block Overridden
Request Override

5. In the Email To field, type the Email address where you want notification messages to be sent.

Email to: |kenh@mycurp_cnm1 |
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6. Click Add.

Notifications for "My Corporation

Email When:

QOrganization: My Corporation

Group: | Tech Support #

Blocked
Warned
Block Overridden

Request Override

OO @O

Email to: ||{enb@myc0rp.c0m

The notification profile is added to the Current Notifications list.

Current Notifications:
. Block Request .
Email When | Blocked | Warned Overridden | Override Email to Delete
Tech
Support [l kenb@mycorp.com | []
(Group)
?Sggfeﬂ | kenb@mycorp.com | [

7. Repeat Steps 4-6 for each notification profile you want to add to the Current Notifications list.

8. To remove a notification, select Delete for the notification in the Current Notifications list.

Current Notifications:
. Block Request .
Email When | Blocked | Warned Overridden | Override Email to Delete
Tech
Support F kenb@mycorp.com | [
(Group)
ETSE;}?EH F kenb@mycorp.com

9. When you are finished setting up notification profiles, click Save Changes.

Current Notifications:

] Block Request .
Email When | Blocked | Warned Overridden | Override Email to Delete
Tech
Support i kenb@mycorp.com | [
(Group)
-(I—SET;}SEFI | kenb@mycorp.com

Save Changes [:
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Defining Web Overrides

When a user enters a URL address in a browser, ContentProtect Professional processes the requested page to
determine which content category it belongs to. However, administrators can bypass this default process by
manually allowing or blocking a specific site, or the administrator can assign a URL to a predefined content
category so the policy settings (Allow, Warn, or Block) for that category are then applied to the Web site.

Note: See Content Categories on page 36 for a list of the predefined content categories.

To illustrate this point, let's consider the following example:

There is a community resource section accessible through the ContentWatch Web site. Because this section
contains many educational articles that deal with the problems caused by pornography (and which, therefore,
contain some adult content), a normal filter (including ContentProtect Professional) blocks this site as
pornography. After going to the site and examining the content, it is clear that the site is not pornographic, and the
administrator may wish to allow this site.

Let's assume you want to allow the URL www.contentwatch.com. You need to enter the URL
www.contentwatch.com on the Web Overrides page in the Online Management application and select the Family
Resources content category. The site is now categorized as a Family Resources site, and access is allowed.

Note: To be sure that this site is allowed under Family Resources, the administrator must verify that the Family
Resources category is set to Allow in the policy assigned to the organization.

Warning: If the administrator manually assigns a site’s content category, the system bypasses all automated site
analysis. This means that as the site’s content changes, ContentProtect Professional cannot determine the new
category for the site. Use the Web Override feature with care.

To define a Web Override:
1. Log in to the Online Management application.

2. Make sure your organization’s name is selected.

AL

- Users

My Corporation
» Employees %
v IT

» Tech Support

3. Click Web Overrides.

bt %} Users Settings | Policy in Use | Hotifications | Reports ( Web Overrides
My Corporation

: IETmplo:«ees Settings for "My Corporation”

¢ Tech Support

4. Inthe Web Address field, type the URL of the site you want to create an override for.

Web Overrides for "My Corporation”

Web Address: www.cnntentwatch.cum]:

Note: You can copy the URL from your browser and paste it in the Web Address field for accuracy.
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http://www.contentwatch.com/

5. From the Change To drop-down list, do one of the following:
o Select Allow to always allow the site.
e Select Block to always block the site.
e Select a content category to apply to the site.

Web Overrides for "My Corporation”

Wiieh Address: weow, Contentwatch. com
Change to; Al v
. Al
Apply Rule Ta:
PR Block
Ads
Adult/Mature
Chat Site
DrugsdAleohal
Ernail
Ermployment/Career
| Web Address ¥ "
Financial/Stocks
Gamhbling
Games

6. From the Apply Rule To drop-down list, select whether the override applies to the entire Web site or just
the default page at the address you specified.

Web Overrides for "My Corporation”

Weh Address: |www.cuntentwatch.cum |
Change to: |AII|:|W V|
Apply Rule To: Entire Wehsite -
Entire Website k
Specific Web Page
7. Click Add.

The URL is added to the override list, along with a description of its associated override action.

Web Overrides for "My Corporation”

Web Address | |

Change to; |AIIDW V|

Apply Rule To: |En1ire YWehsite V|

Web Address Override Action Delete
contentwatch.com Eamily Resources |

C w.
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8. To delete a Web Override, select Delete for the specific override and then click Delete Selected.

Web Address Override Action Delete
contentaatch.corm Family Resources

I Delete@elected

hg

Adding Applications to the Bypass List

The ContentProtect Professional bypass list helps you work around conflicts that may arise between
ContentProtect Professional and other Internet-enabled software on users’ systems. For example, ContentProtect
Professional may block some applications that require Internet access, such as financial software. You can add
such applications to the bypass list so that ContentProtect Professional does not interfere with them when they try
to access the Internet.

To add an application to the bypass list:
1. Login to the Online Management application.

2. Make sure your organization’s name is selected.

- &j Users

My Corporation
» Employees %
v IT

» Tech Support

3. Click Bypass List.

b %ﬁUsers Settings | Policy in Use | Hotifications | Reports Weluiweuides( Béb:msList:
My Corporation |

» E I . n i i
T Settings for "My Corporation

¢ Tech Support

4. Select a method for locating the application executable you want to add to the bypass list:
o Method 1: Browse to the application executable.
a. Select the By Browsing option.

b. Click Browse.

Choose Application:

® By Browsing:
O By Entering Marne: k

[Example: abo . exe)

c. Browse to the location of the application’s executable file (<file name>.exe) on your computer’s
hard drive.

d. Select the file and click Open.
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e. When the executable’s full filename (including the local path to the file) appears in the By
Browsing field, click Add to add the application to the bypass list.

Choose Application:

& By Browsing: C\Program Files\QuickBool [ Browse |

O By Entering Marme:
(Example: abo exe)

%

Method 2: Enter the filename of the application’s executable file.
a. Select the By Entering Name option.
b. In the accompanying field, type the exact filename of the application’s executable file.

c. Click Add to add the application to the bypass list.

Choose Application:

O By Browsing:

& By Entering Mame: |ghx32. exe

[Evample: abu.exe)

3

5. If you want to remove an application from the bypass list:

a.
b.

Clw.

In the bypass list, Select the executable’s Delete check box.
Click Delete Selected.

Application Delete

ghx3Z.exe

Delete Selected %J
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Processing Web Override Requests

Users who have been granted Web Override Request privileges can submit requests to the ContentProtect
Professional administrator to unblock or recategorize specific Web pages or entire Web sites that fall under a
blocked or warning category. The administrator can review these requests in the Online Management application
and decide on a case-by-case basis which requests to accept or reject.

To process Web Override Requests:
1. Log in to the Online Management application.

2. Make sure your organization’s name is selected.

- &j Users

My Corporation
» Employees %
v IT

» Tech Support

3. Click Requested Overrides.

b %jUsers Settings | Policy in Use | Hotifications | Reports | Web Overrides | Bypass List Getiueste(lﬂvenid;-*)
My Corporation

: :ETmplweeS Settings for "My Corporation”

v Tech Support

4. Review the list of requests, such as who sent the requests, which Web addresses they are making the
requests about, and what actions they are proposing.

You can click the hyperlinks in the Web Address column to open requested Web sites in a browser and
review their content. Also, before accepting a request, you can change the action or category the user
has requested by selecting a different option in the appropriate Requested Action drop-down list.

Select Sender Web Address Current Action Requested Action
O | Ts_Usert CAN.COMm M Ews Aoy v
O | Ts_Usert amazon.com Shopping Allowy -
O usert NEWEL.COM Shopping Al A4
Accept Selected Reject Selected

5. To process a request:

a. Select the request’s Select check box.

Select Sender Web Address Current Action Requested Action
O |Ts_User CRRLEO MEvws Al o v
[0 |T5_User AMAEZ0n.COrm Shopping Al o v
user] NeWwend.cam Shopping Allowy v
Accept Selected Reject Selected
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b. Click Accept Selected or Reject Selected.

The new settings take effect immediately. All accepted requests are added to the Web Overrides list.

Select Sender Web Address Current Action Requested Action
O | T5_User Chm.COm I s Al v
O | Ts_User AMEZOnN.COom Shopping Al v
user newenn.com Shopping Al v

Acceptelected Reject Selected

Controlling Users’ Access to Applications

The ContentProtect Professional Suite Application Manager feature lets you control which applications users can
run on their desktop computers. Since employees nowadays can easily install applications that may present
security threats, Application Manager enhances your corporate security and compliance by controlling users’
ability to run such applications.

Adding Applications to the Application Management List

To add applications to the Application Management table:

1. In the Online Management Application, make sure your organization’s name is selected.

- &j Users

My Corporation
¥ Employees %
kT

¢ Tech Support

2. Click Application Manager.
L —

S
- %j Users Settings | Policy in Use | Hotifications | Reports | Web Overrides | Bypass List | Requested Overrides plication Manage ,
My Corporation

» Employees A " f "
i Settings for "My Corporation

» Tech Support

3. Select a method for locating the executable for the application you want to manage:
o Method 1: Browse to the application executable.
a. Select the By Browsing option.

b. Click Browse.

Choose Application:

® By Browsing:
O By Entering Marne: k

[Example: abo . exe)

c. Browse to the location of the application’s executable file (<file name>.exe) on your computer’s
hard drive.
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d. Select the file and click Open.

e. When the executable’s full filename (including the local path to the file) appears in the By
Browsing field, click Add to add the application to the Application Management table.

Choose Application:

& By Browsing: CowINDOW Shay stem32Vre

O By Entering Narme:
(Example: abc exe)

Add

e Method 2: Enter the filename of the application’s executable file.
a. Select the By Entering Name option.

b. In the accompanying field, type the application’s internal name (not simply the filename of the
application’s executable).

For example, "freecell.exe" is the filename of the executable for the FreeCell game in Windows XP.
The game’s internal name, however, is "freecell”, and this is the name that must be entered in the
By Entering Name field to block this application. The easiest way to find an application’s internal
name is to right-click the application’s executable file, select Properties, click the Version tab, and
then select Internal Name from the Item Name list.

c. Click Add to add the application to the Application Management table.

Choose Application:

O By Browsing:

& By Entering Marne: |freecell
(Example: abo exe)

Add

4. If you want to remove an application from the Application Management table:
a. In the Application Management table, select the application’s Delete check box.
b. Click Delete Selected.

Application Delete

freecell

Delete Selected L\\\J
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Editing Policies for Application Management
Once you have added programs to the Application Management table, you can control users’ access to these
programs by modifying Application Manager settings in your policies.
To modify Application Manager settings for a policy:
1. In the sidebar of the Online Management application, click Policies.

T
- %} Users

My Corporation
» Employees
T

¢ Tech Support

@ Add Group

i 4
[ Policies

)

2. Click the policy you want to modify.

o é Policies

| Default

StﬂndaEd User

3. Click Application Manager.

[ 3 &j Users Settings | Time Controls | Internet Applications & Games

Settings for "Standard User”

hd i Policies

| Default |
Standard User Hame Settings:

4. Under General Application Behavior, from the General Action drop-down list, select how you want
ContentProtect Professional to handle applications that are not included in the Application Management
table (Allow, Warn, or Block).

If you select Allow, you create, in effect, a white list of all allowed applications. If you select Block, you
essentially create a black list of all the applications you want to block.

General Application Behavior:

Allow

General Action:

Snecific Annlicatior
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5. In the Specific Application Behavior table, from the Action drop-down lists next to each displayed
application, select how you want ContentProtect Professional to respond when a user attempts to run that

application (Not Used, Allow, Warn, or Block).

Note: The Not Used option indicates that the application is not considered in this policy; therefore, the
general action will be applied to this application.

Action Application

Al | | Azureus.exe

6. When you are finished setting the actions for each application in the table, click Save Changes.

Action Application

Block || Azureus exe

Sawe Changes
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Protecting Users’ Privacy

The ContentProtect Professional Suite Privacy Protection feature, which is built on CallinglD’s anti-phishing and
privacy protection technology, helps protect users against phishing Web sites as well as any type of Web site that
may put users’ sensitive personal information at risk. When a user attempts to access a Web site, Privacy
Protection determines whether the site is blacklisted as a known phishing site or is hosted in a suspect country,
whether the site’s owner is hiding his or her identity, etc.

To configure Privacy Protection for your organization:

1. In the Online Management Application, make sure your organization’s name is selected.

- %ﬁ, Users

My Corporation

» Employees %
v IT

» Tech Support

2. Click Privacy Protection.

- %} Users Settings | Policyin Use | Hotifications | Reports | Web Overrides | Bypass List | Requested Overrides | Application Manager Qlivnc% Pr otectiou,
My Corporation

¢ Employees A " f "
e Settings for "My Corporation

¢ Tech Support

3. Under Warning Message, specify how ContentProtect Professional should respond when it detects
suspicious Web sites.

a. From the High Risk drop-down list, select the type of message that ContentProtect Professional
should display when it detects a Web site that poses a high risk for compromising users’ personal
information.

None: Do not display a message.

Large: Display a message box similar to the standard “block” dialogs ContentProtect Professional
shows when a user attempts to access a blocked Web site. Users must click OK in the message box
to make it disappear.

Small: Display a small pop-up message box in the system tray that disappears by itself after several
seconds.

b. From the Low Risk drop-down list, select the type of message (None, Large, or Small) that
ContentProtect Professional should display when it detects a Web site that poses a lower risk for
compromising users’ personal information.

4. Click Save Changes.

Warning Message:

High Risk: Large

Lowe Rigk: Small

Sawe Changes
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&’ The ContentProtect Professional Appliance (CPS-1000)

The ContentProtect Professional Appliance is a dedicated inline Internet filtering appliance that manages end
user access to Internet-based content. It is a plug-and-play, low maintenance, rack-mountable appliance.

The appliance allows you to easily customize ContentProtect settings to fit the needs of each employee in your
organization, of separate groups and departments, or of all systems company-wide. Powerful reporting tools
enable administrators to review where employees are spending their time online. You can customize
ContentProtect filter settings to block specific Web sites, domains, or chat rooms, helping you increase employee
productivity, reduce risk, and preserve the network resources within your organization.

For organizations with a mobile workforce or remote offices, the ContentProtect Professional Appliance works
hand-in-hand with the client version of ContentProtect Professional, offering users “end-to-end protection.”
Intelligent filtering detection means no double filtering if client software is loaded when the client is attached to the
corporate network. If the client detects that the appliance is filtering the network, it automatically turns itself off.

Note: The ContentProtect Professional Appliance is limited to enforcing time controls and blocking access to sites
that fall under the “Block” or “Warn” classifications in ContentProtect Professional’s category settings. The
appliance does not currently support other access control features of ContentProtect Professional such as
Internet applications and games, safe search, peer-to-peer, newsgroups, and instant messaging.

Setting Up the Appliance

1. Register your organization.

IMPORTANT: Before you configure and activate the ContentProtect Professional Appliance (CPS-1000),
you must first register your organization using your registration number. When you first purchase the
CPS-1000, ContentWatch sends an email containing your registration number and instructions for
registering your organization. For more information on the registration process, see Registering
ContentProtect Professional on page 7. If you have any further questions, please contact your
ContentWatch sales representative.

2. Carefully unpack the CPS-1000 from the box.
3. Attach the power cord to the CPS-1000 and plug it in.
4. Press the power button to turn on the CPS-1000.

5. Connect an Ethernet cable from the LAN port of the CPS-1000 to a computer that you can use to
configure the appliance.
Note: The computer must have a standard Internet browser installed.

6. Configure the computer connected to the CPS-1000 with an IP address of 172.168.192.49 and a subnet
mask of 255.255.255.252.

Note: Refer to your operating system’s documentation for instructions on how to change the computer’s
IP address and subnet mask.
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7. Using a Web browser open http://172.168.192.50:3170.

fddress |@ hitpeff 172,168, 192,50:3170/network, php

[content| watch.

INTERNET PROTECTION

y# ContentProtect

JFESSIONAL

Network Configuration

Gateway P Address: | |

DNS IP Address: | |

Subnet Mask: | |

Internal IP Address: | |

Default IP: 172.168.192.50

If the page does not load immediately, wait a few seconds and refresh the browser.

8. Enter the following information as it pertains to your network:
o Gateway IP address
e DNS IP address
e Subnet mask
e Internal IP address

If you do not know these values, consult your network administrator.
9. Type and confirm your Admin Password.

10. Click Submit.

The CPS-1000 saves the settings and returns a confirmation.

[content]|watch.

INTERNET PROTECTION

1% ContentProtect
PROFESSIONAL

License Status: premium
Success
Settings for Metwaorking were successfully saved

Please activate your appliance now.

Clw. ContentWatch, Inc. / ContentProtect Professional Suite Administrator’'s Guide

Page 65



http://172.168.192.50:3170/

11.

12.

13.

14.

15.

16.

IMPORTANT: Do not click the link to activate your appliance at this time. You will activate the appliance
at the end of this procedure. The purpose of the activation link is to enable you to update the appliance's
network configuration after you have completed the initial activation. When you activate the appliance for
the first time, a snapshot of the appliance configuration is sent to a ContentWatch database. After initial
activation, whenever you make changes to the appliance configuration, you must click the activation link
to update the appliance's configuration snapshot in the ContentWatch database.

Disconnect the computer from the CPS-1000.
Connect an Ethernet cable from the WAN port of the CPS-1000 to your Internet gateway or router.
Connect an Ethernet cable from the LAN port of the CPS-1000 to your local area network switch or hub.

From a computer that is on your LAN, open a browser and connect to
http://<internal_IP_address_of the_ CPS-1000>:3170.

Important: If you connect to the LAN using the same computer that you used to configure the CPS-1000,
you must reconfigure the computer’s IP address and subnet mask to your LAN settings.

Type the Admin Password and then click Submit.

content | watch.

INTERNET PROTECTION

7% ContentProtect

PROFESSIONAL

Appliance Login

Type the appliance Registration Number and the install password you created when you registered your
organization.

IMPORTANT: You must register your organization before you activate the CPS-1000. When you first
purchase the ContentProtect Professional Appliance (CPS-1000), ContentWatch sends an email
containing your registration number and instructions for registering your organization. If you have any
questions, contact your ContentWatch sales representative.

|content | watch.

INTERNET PROTECTION

n® ContentProtect

PROFESSIONAL

Appliance Activation

Registration Mumber: ||
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17. Click Submit.
The CPS-1000 device is activated.

[content]|watch.

INTERNET PROTECTION

7 ContentProtect

PROFESSIONAL

Success

Setlings for Appliance Activation were successfully saved.

18. (Optional) Configure your organization’s Internet usage policy at the appliance management page
(https://pro.contentwatch.com).

For information on configuring usage policies, see Managing Policies on page 33.

19. To ensure the CPS-1000 is working correctly, go to any machine that accesses the Internet through this
device and ensure that you can browse to a page on the Internet.

If you encounter any problems, contact ContentWatch Support at support@contentwatch.com or
1-800-485-4008.

Maintaining the Appliance
You can perform maintenance tasks on the CPS-1000 Appliance from the Management Console.

To access the Management Console:

1. From a computer that is on your LAN, open a browser and connect to
http://<internal_IP_address_of the CPS-1000>:3170.

2. On the Appliance Login page, type the Admin password and click Submit.

[content|watch.
INTERNET PROTECTION

y® ContentProtect

PROFESSIONAL

Appliance Login

[Submitil

Forgotyour passwoard?

C w.
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The Management Console page displays.

[content]|watch.

INTERNET PROTECTION

1% ContentProtect
S ROFESSIONAL

Appliance Management

Go To Pro Admin

Appliance Maintenance

Apply Updates
Synchronize Settings
Change Admin Password

Reset Filter

Change Metwork Settings

Reset Appliance to Factory Defaults

Turn on Remaote Assistance

Turn off Remote Assistance

From the Management Console, you can access the ContentProtect Professional Online Management
Application or perform a variety of appliance maintenance tasks.

3. To perform a maintenance task, click the desired task’s hyperlink.

[content]|watch.

INTERNET PROTECTION

1% ContentProtect
"ROFESSIONAL

Appliance Management

Go To Pro Admin

Appliance Maintenance
Applyplpdates

Synchronize Settings

You are informed whether or not the task was successfully launched.

[content| watch.

INTERNET PROTECTION

17 ContentProtect
PROFESSIONAL

Success

The Application of updates will take place maomentarily.

Return to Management Consale

4. To return to the main Management Console page, click Return to Management Console.
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The following table describes the maintenance tasks you can perform:

Table 6: Appliance Maintenance Tasks

Task

Description

Apply Updates

Synchronize Settings

Change Admin Password
Reset Filter

Change Network Settings

Reset Appliance to
Factory Defaults

Turn on/off Remote
Assistance

Checks for and applies updates to the CPS-1000 Appliance software.

Synchronizes the data stored on the appliance with the data stored on the
ContentWatch relay server. This task accomplishes the same thing as selecting
Refresh Profiles from the ContentProtect Professional client quick menu.

Lets you change the login password for the Appliance Management Console.

Deletes filter settings stored in the appliance’s database and then synchronizes
the appliance’s database with the filter settings stored on the ContentWatch
relay server. During this process, the appliance blocks Web traffic and displays
a page indicating that the appliance is performing maintenance.

Lets you change the Gateway IP Address, DNS IP Address, Subnet Mask,
Internal IP Address, and Admin Password settings for the appliance.

Resets all appliance settings to their default status; all custom changes to
settings are lost. When you reset the appliance to factory defaults, you must
run through the appliance setup process again and reactivate the device (see
Setting Up the Appliance on page 64 for instructions).

Remote Assistance allows ContentWatch support technicians to access the
CPS-1000 Appliance when resolving issues. To avoid creating a security hole
on your network, you should turn on Remote Assistance only when you are on
the phone with a support technician working through an issue. Remember to
turn off Remote Assistance once the support representative no longer needs
access to the appliance.

Note: Remote Assistance uses SSH and may require that the network admin
provide SSH access to the appliance through the corporate firewall.
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& Glossary

Administrative Privileges: Access rights that give a user the same level of access as an administrator.

Administrator: Person who is responsible for setting up and maintaining a group of users. Duties of the
administrator include installing ContentProtect, setting up and managing user profiles, and assigning passwords
and privileges.

Application: Software, program, or tool used on a computer, such as a word processor, game, or email program.

Browser: The application that lets you navigate around and view pages on the Web. Netscape and Internet
Explorer are the two most common.

Category: General term for a whole topic or information type.

Client-Based Filtering: Filtering that is performed from an individual computer. Filtering software and a list of
categorized sites are stored on an individual computer, which makes filtering more flexible for the user making
decisions about acceptable content. Aside from restricting Internet access to certain Web sites, many client-based
filters also offer controls for other Internet services.

Default Settings: A setting that a program is preset to select (usually the recommended settings) if you do not
specify other options.

Drill Down: To move from a summary of information to more detailed data. To drill down through a series of
reports addressing more detail at each level.

Filtering: Controlling access to a Web page request by analyzing the incoming and outgoing requests and letting
them pass or stopping them based on settings selected within ContentProtect.

Guest Profile: A single, generic, limited profile set up for visitors and friends to use.

Hacker: Slang term for an individual who tries to gain unauthorized access to computer systems for the purpose
of stealing or corrupting data.

Help: Online documentation. Many programs come with the instructional manual, or a portion of the manual,
integrated into the program. If you encounter a problem or forget a command while running the program, you can
access help documentation by selecting Help from the Menu bar and then clicking a topic.

Icon: A small picture that represents an object or program.

Instant Messaging: Real-time communication. Typed conversation that is received almost instantly as soon as it
is sent. Talking live with one or more people via the Internet. It's like a telephone party line, except you type
instead of talk.

Internet: Countless networks of computers that are connected together across the world allowing millions of
people to share information. Components of the Internet include the World Wide Web, newsgroups, instant
message rooms, and email.

Log: Program or system that enters a record into a log file or report file.

Peer-to-Peer: Type of network that exists on the Internet which allows users to have access to other users' files
residing on their hard disks. ContentProtect currently blocks peer-to-peer activity only on the Gnutella network.

Portable User Profiles: Allows a user to install the filter on more than one computer and have settings
transferred automatically. This is very useful for multiple-computer households or in a situation where a computer
breaks down or is outdated and needs to be replaced.

Remote Management: Capability of accessing files, devices, and other resources not connected directly to your
workstation. In the case of ContentProtect, reviewing report results and managing user profiles can be performed
from any computer having Internet access.

Screen Name: Identifier that consists of a sequence of one or more alpha or numeric characters that uniquely
identifies a person.
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Server-Based Categorization and Validation: Method of content filtering in which a list of categorized URLs is
maintained on a server and the server is updated regularly to ensure that all users are getting the most up-to-
date, accurate information. The server does not actually deliver the requested Web page (URL) to the customer
but compares the requested URL to the list. ContentProtect uses this content filtering method.

Shortcut Menu: Pop-up menu that appears by right-clicking an object. When left-clicking once or right-clicking
the ContentProtect icon from the System Tray located in the Taskbar, the same pop-up menu is displayed.

System Tray: Located on the Windows Taskbar (usually at the bottom next to the clock). Contains miniature
icons for easy access to system functions such as fax, printer, modem, volume, etc.

Taskbar: System bar located at the bottom of the computer screen. Home base for the Start button, system clock,
system tray, etc.

Transaction Detail: Activity information based on report results.
Tutorial: Interactive multimedia presentation that explains program features.

URL: (Universal Resource Locator) Internet address that shows the specific path to a site or a document online.
The URL for a Web page looks like this: http://www.domain name/folder name/filename

User: Individual who uses a computer.
User ID: Identifier that distinguishes a specific user in a program.
User Profile: Program settings that are specific to an individual user.

World Wide Web: (WWW) The visual component of the Internet. Created with HTML language, Web pages can
include text, pictures, sound clips, video, links for downloading software, and much more. The Web is only one
component of the Internet, although the terms are often (and mistakenly) interchanged.

Web-Based Reporting: Reports that compile Web and instant message activity for a ContentProtect family and
are accessible from any computer with Internet access (when enabled by the administrator).
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&’ Frequently Asked Questions (FAQ)

Does ContentProtect work with firewalls?

ContentProtect™ is compatible with most popular, commercially available firewall software. Call Customer
Support if you are having problems.

I have problems starting Yahoo Messenger after installing ContentProtect Professional. What do | do?

In Yahoo Messenger, open the Preferences section and select the Connection category. Make sure that
connection is set to Firewall with no proxies. You should then be able to connect.

What if | forget my administrator password?
If you forget the Admin password, you must do one of the following:

¢ If you have more than one administrator account, another administrator can change your password
for you by logging in to the Online Management application, selecting your user account, and
changing the password in the Settings area.

o At the login screen of the Online Management application:
a. Click Forgot Password.
b. When prompted, provide the email address you used to register the product and click Send.

c. At the address specified, check your email for a message from ContentWatch with the subject
“Requested Login Information.”

IMPORTANT: After ContentWatch™ sends this email to you, you have 10 minutes to reset the
Admin password. If you do not reset the password within this timeframe, you must repeat the
preceding steps.

¢ If you no longer have access to the email address you used to register the product, call ContentWatch
Support at 1-800-485-4008 or send an email to support@contentwatch.com and provide the following
information:

o Administrator Name

Registration Key

Account Name

Email Address (where to send the password)

Secret Question (for example: What's my dog's name?)
Answer to the Secret Question

O O O O O
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& Open Code License Text

PCRE License Text

Regular expression support is provided by the PCRE library package, which is open source software written by
Phillip Hazel. Copyright is by the University of Cambridge, England.

ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

SOAP License Text
This product includes software developed by the Apache Software Foundation.

http://www.apache.org/

OpenSSL License Text
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.

http://www.openssl.org
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